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BACKGROUND

Many businesses and residents within the City of Memphis opt fo protect their property by
insfo”ing an alarm system fo no‘rify authorities when a break-in, robbery, or fire occurs. These
alarms provide a sense of security to residents, business owners, and property owners by
summoning local po|ice and fire agencies when a threat is detected.

Unforruno‘re|y, these detection systems are noft perfec‘r, and are subjecr to both system and
user error. Thunder or power surges may cause a system error, household pets and pests can
frigger motion sensors to seft off an intruder alarm, or a staff member at a local business
could incorrec’r|y enter their disarm posscode.

When these incidents occur, public resources 99% Of a” Mem ph|S
are used to send po|ice or fire persorme| to the
scene to respond to the incident. This dispatch a |a FNMes are ']Ca |Se a |a FrMes

leads to strain on City resources and creates a

risk of o|e|oyeo| response tfimes for real emergencies. Currenﬂy, over 99% of all alarms in
Memphis are false alarms. Throughout this project, Innovate Memphis aimed to support the
Metro Alarms office to o|eep|y understand the prob|em and generate solutions that will he|p
reduce incidents of false alarms from ‘rorge‘red property types, in furn reducing the burden on
pub|ic sofery persorme|.
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STATE OF FALSE ALARMS

The Metro Alarms office is responsib|e for Trocking false
alarm occurrences in Memphis and chorging a fee to
alarm holders in an effort to offset the cost to the City.
An cmo|ysis of the distribution of all alarm holders
registered with Metro Alarms revealed several "hot
spots” of alarm holders (Figure 1). There appears to be
some correlation between alarm presence and
neighborhood wealth, with Midtown and East Memphis
hoving signiﬁconﬂy more alarm holders than north and
south Memphis. Note that inconsistencies in address
data within Metro Alarm’s data system, CryWolf, led to
70% of addresses being successfully geocoded.

38125

38141

Figure 1: Distribution of all alarm holders in Memphis.

Over the last year (2/10/2019 - 2/10/2020) there were 26,229 false alarm incidents across
15,273 properties in Memphis, with a maximum of 63 False Alarms for one property. After
two false alarms in one year, Metro Alarms will issue a fine to the alarm holder. A total of
$1,184,670 was charged for all false alarm incidents over the past year, and over $800,000
(70%) of these chorges have not yet been poid. Table 1 shows a breakdown of the total
number of alarms and percent of chorge not yet poid by property type for all alarms in 2019.
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False alarm incidence by zip code is shown in Figure 2, with the industrial area in 38131 and
38132 having the highest incident rate (nearly 1 false alarm per alarm holder). A list of the
top 7 zip codes can be found in Appendix TA.

To que|| the false alarm epidemic, it is important to determine the issues that are causing
these false alarms. Older bui|o|ings could be a po’reniio| cause, as these bui|o|irigs tend to have
lower structural integrity and may be equipped with outdated alarm systems that are more
prone to error and have not been proper|y maintained. To determine poieniio| correlations,
the average bui|o|ing age for each Zip code was calculated using pub|ic data from the She|by
County Assessor's Office (Figure 3). Comparing false alarm incident rate with average
bui|o|ing age, there does appear fo be some correlation between Zip codes with older bui|o|ings
and Zip codes with a high rate of false alarms.

Property Type Alarm Count % Not Paid
Single Family Home 10620
Storage Facility 984 61.7
Retail Store 672 67.4
Office - Low Rise 609 70.2
Fast Food 567 394
Religious 562 70.5
Strip Shopping Center 544
PUD Detached 502
Warehouse 393 47.8
Service Garage 376 77.9
Restaurant 346 66.8
Convenience Store 250 72.7
Day Care Center 238 73.9
Manufacturing Facility 206 41.8
Medical Office 206 71.9

Table 1: Total number of alarms and percent of fees not yet paid for all alarms in 2019. Property
type breakdown comes from Shelby County Assessor Land Use data.
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False Alarms per User
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Figure 2: False alarm rate by zip code.
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Figure 3: Average building age by zip code.
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CHURCHES

Churches were identified by the Office of Metro Alarms as a target group due to their unique
circumstances. Churches, unlike most commercial alarm holders, have many po’ren’rig| alarm
users that tend to fall within an older demographic. In 2019, churches accounted for 2.2% of
seH-verify alarm holders, meaning They had 6 or more alarms during this time period. This
may not seem like a drastic percentage, but churches are also on|y Typico||y open 2 dgys per
week, which makes these numbers more g|grming. Metro Alarms also identified that the
majority of false alarms for churches did not occur during their standard business hours.

INn 2019. a number Of For all churches, a total of 494 alarms were
' reported during 2019, charging $23,740 of

Memphis churches had 6+  which $14,565 is still owed (61%). It is also

important to note that churches were being

alarmsr even though they are exp|ored as a porenrig| pi|o’r program for non-
tVD|Ca||v open 2 davs a Week profir fee reduction programs during the time

of our research. The Memphis area has 595
church alarm holders, and churches with 8 or more false alarm violations were chosen as a
data sgmp|e for more in depin quantitative gng|yses. Of the 36 churches ong|yzed, 12 were
also interviewed to gain a quo|i‘rg‘rive undersignding of their false alarm experiences. The
quantitative data gives a more objecrive overview to iden’rify patterns and correlations in
false alarm incidences, while the qucﬂiig‘rive data allows us to more deep|y understand how
incidents arise. Data from two years (2018-2019) were used in this analysis. Figure 4 shows
the distribution of all church alarm holders in Mempnis (blue points), g|ong with the 36
churches used in this gno|ysis (red stars). Note that the churches ong|yzed (red stars) prirngri|y
occur in zip codes with older bui|dings on a

verage.
" II d@l" - -

We were first interested to know if alarms occur more frequenﬂy at any pgr’ricu|gr time of
doy, expecting that user issues, such as incorrec’r|y enfering a disarm code or irnproper|y

c|osing a door, would most frequenﬂy occur during opening and c|osing hours. The time of
occurrence of each false alarm was classified as morning (6:00-12:00), afternoon (12:00-
17.00), evening (17:00-21.:00), or night (21:00-6:00), as well as opening (7:30-9:30) and
closing (16:30-18:30) times for normal business hours. The rate of false alarms per hour are
disp|oyed in Figure 5, where opening and c|osing times and time of dgy classifications are
mu’rug||y exclusive. This data shows that church alarms most frequenﬂy occur during evening
hours, as well as c|osing time, while nign’rrime has the lowest rate of false alarms. This would

4
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indicate a strong presence of human error in false alarms, given that the lowest false alarm
rate occurs when the church is |ike|y to be empty.

0’0\134 o

72384 = 35049

38028

Figure 4: All church alarm holders in Memphis. Red stars identify the 36 churches used in this
analysis.

False Alarm Rate

0
Moming Afternoon Evening Night

W Standard Hours @ Openingand Cosing Hours

Figure 5: False alarm rate by time of day
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System and User Errors

False alarms can be attributed
to two main causes: user error
VS. system error

This led to a new question: can we determine which false alarms were caused by human error
and which were caused by errors within the system itself? This is an important question in how
false alarms are rorge’red‘ Frequent user errors would indicate the need for improved fraining
or contact with users, whereas system errors may require technical or diognos‘ric assistance
from the alarm company.

Dispo‘rch notes from the 911 call center were ono|yzed fo c|ossify each alarm as a system error
or a user error. User errors could be identified by keywords, such as: a person or c|eoning crew
was on the property, an incorrect pcsscode was entered, or a silent alarm button was pushed.
System errors were classified by notfes indicoﬁng alarm malfunction or sensors Fo|se|y
de‘rec’ring motion or correlation with a storm incident in Memphis. This method allowed for
18% of alarms to be co’regorized as either a user or system error, and user errors are the
predomir\cmi error type. The low success rate in categorizing alarm types stems from
inconsistencies in reporting, but this orio|ysis can still provide valuable insighr intfo why false
alarms occur. Figure 6 shows that user errors are especio”y prevo|en’r in the morning,
indico’ring that many users may srrugg|e more with disarming the system than with arming it.

O
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Alarm Type Number
System 30
User 37
Not Categorized 308

Morning

False Alarm Type
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0%

Afternoon

Evening Night

W System Error @ User Error

Figure 6: Comparing user and system error occurrence by time of day.

We are also interested in false alarms that were oppeo|eo| by the alarm holder, which removes
the fine if approved. Only 12 out of 375 false alarm incidents (3% ) were successfully appealed
by churches during this two-year period‘ The majority of these alarms (75%) were system
errors, and almost half of the dispa’rch notes request that no officer visit the scene. This
indicates that the user opTed fo seH:-verify and therefore should not have been chorged for a

p

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

false alarm. Using keywords in dispo‘rch
notes for system malfunctions, cancelled
requests, weather issues, and other
issues that may have quo|ifieo| for an
appeal, 34 alarm incidents were cited
as potential appeals. Of these 34
incidents, 24%  were successfu”y
oppeo|eo|. This could indicate that
many alarm holders don't know about,
understand, or have good experiences
with the oppeo| system.
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|_os‘r|y, companies with a high percentage of system errors as opposed tfo user errors may

indicate fou|‘ry equipment, poor technical support, or low success in ’rroub|eshoo’ring issues. For
this reason, church alarms were ono|yzed to determine the Frequency at which each company

experienced system errors across all church alarms during this tfwo-year period. Figure 7 shows
that the majority of companies experience more user than system errors, but some companies

are outliers for hoving significonﬂy lower rates of system error. Companies with low rates of
system error could be ‘rorgeied as recommended companies to local alarm holders. The

number of total account holders is also included for reference to company size.

PROTECT AMERICA (557 Accounts)

FIFTEEN ALARMS (262 Accounts)

JOHNSON CONTROLS INTERNATIONAL (759 Accounts)
PROTECTION ONE (5,944 Accounts)

HSI SECURITY (44 Accounts)

STANLEY CONVERGENT SECURITY SOLUTIONS (79 Accounts)
FRASE PROTECTION (3,374 Accounts)

MID-SOUTH SECURITY GROUP (199 Accounts)
INTERFACE SECURITY SYSTEMS (1,263 Accounts)
FEDERAL ALARM (1,125 Accounts)

METRO ALARM (19,625 Accounts)

ASI SECURITY SOLUTIONS (204 Accounts)

SKYCOP, INC (34 Accounts)

SHONEYS ELECTRIC (43 Accounts)

ELLENDALE ELECTRIC (235 Accounts)

ADT SECURITY SERVICES, INC. (34,086 Accounts)
SECURITY CONSULTANTS, INC (1,004 Accounts)
MAUTZ SECURITY (90 Accounts)

RED HAWK FIRE & SECURITY (11 Accounts)

% System Errors

o

10 20 30 40 50 60

70

Figure 7: Percentage of all alarms that are system errors by alarm company.
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Evaluation of Communication Trial

In late 2019, City Council approved changes to an ordinance to help modernize and
srreng’rhen alarm systems and incentivize alarm users to reduce incidents of false alarms. In
anticipation of the ordinance going into effect on January 1, 2020, Metro Alarms and Innovate
Memphis deve|oped print mailers to he|p communicate the ordinance chonges to the pub|ic.

Innovate and Metro  Alarms  worked
rogerher to test two alternative messages to
communicate the new alarm ordinances to
residents and encourage residents to access
additional information. These messages
were designed using the Behavioral Insight
Team's EAST principles which stands for
Easy, Attractive, Social and  Timely.
Messages were delivered via direct mail as

‘ ¥ i a posrcord sized flier. Each flier contained
a version-specific QR code ond URL for accessing more information on the Metro Alarm
Websﬂre, and listed 211 as an additional information resource.

This trial compored the fo||owir1g fwo message versions:
1. Version A - Deterrent Approoch: Encourage residents to learn more in order to avoid

new fees and peno|‘ries‘

2. Version B - Civic/Social Approach: Encourage residents to learn more in order to help

reduce the burden on pub|ic sofe’ry persorme|.

que Somple For ThIS Sfudy includes Q“ Num: Dir: StreetName: Type: l5uf: Area: Mun: Cnty: State: Apt: Bidg: *Comments:
tion: | 4780 RIVERDALE RD MEMPt :STE 16
reglsrered accounts in the Metro Alarms I —— [ e — — e
database, CryWolf, at the time of comemiec Loc nf: “Event Mum: P193470695
d . 1‘ ( . ‘t‘ | ame: | SAFE HOME Address: Cur Calltaker ID: | 2969
rancomization OpprOXImO e y one: | 866-729-1122 Call Source: XStreets: Cur Terminal: | bdp09
100,970). Randomization was Creste pers 0: [ 3232
. onology OpenEvents [/]Closed Events [ ]Late Run
performed at the address level, using a i
Date: Time: =
simp|e randomization procedure. To s Of sz ¢ B searcn | Y Fiter i
h | {: | {: || it Info 4440 #901-487-4542 00:00:00 o< |,
CreCﬁ-e 1- e SOmp lng rClme, a |S1- o a SS |/ Inf ** LOI search completed at 12/13/19 09:42:59 00:00:00 i
. L. o= Case Number  Event Number o - =
individual Metro Alarms accounts was ! ** Event P193470699 closed. 000000 o
generated from CryWolf. Addresses on
xy P L ESZ Area Group Add Dispatch Arrive Close Closing ID C Termi
H’]is |i51‘ were fhen rgndom|y stigned to 2 12/16/19 923 923 RIDGE 09:42:59  09:44:34  09:5422  10:05:48 2969 bdp03

group A or B at a 111 ratio. These groups
were provided fo a moi|ing company, with Group A receiving letter version A (fines &
penoHies) and Group B receiving version B (support pub|ic sofe’ry persorme|).
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Results: Information Seeking Behavior

Given the randomization process, groups receiving letter versions A and B are assumed to be
similar in demogrophic, socioeconomic, and other characteristics that may impact their
natural predisposi’rion to learn more about this ordinance chcmge. Thus, any difference in
information seeking behavior between groups may be attributed to the difference in verbioge
in the letter. Figure 8 compares unique URL visits and unique
QR scans between test groups. Letter type B, which appeals
to civic du’ry and reducing pub|ic burden, saw an 83% increase
in QR scans and a 354% increase in URL visits over letter type
A. These results indicate that individuals are more |il<e|y to seek
out information on how ‘rhey can reduce pub|ic burden than
how They can avoid fines and fees. This may inform future
campaigns fo reduce false alarms that oppeo| to civic o|u’ry
instead of penoHies.

Individuals are more likely to seek
out information on how they can
reduce public burden than how
they can avoid fines and fees.

Engagement Approach Outcomes

500

300
200

100

Unique URL Visits Unique QR Scans

MDeterrent (A) @ Civic/ Social (B)
Figure 8: Total number of unique URL visits and QR scans by letter type received.
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Residents who called 211 to inquire about the ordinance chonge were asked to provide their
Zip code. Each Zip code within She|by County received opproximo’re|y the same number of
type A and type B letters due to the randomization process (* 3%). This allows us to compare
residents’ predisposiﬁon to seek out more information about the ordinance chonge by location,
disregording the type of letter They received. Figure 9 shows the percentage of all alarm
holders who called 211 seeking more information within two months of receiving the Hyer. It
appears that residents in South and North Memphis were more |il<e|y to call in for more
information, while suburbs have a lower ’rendency to call in for more information. This also
shows that areas with higher rates of poverty show a higher inclination to seek out information
through 211.

These results are genero’red from a comp|e’re|y random assignment of letter types in a 1:
ratio. Ano|yses by Zip code show that almost all Zip codes received less than 2% more of one
letter type than the other, indico’ring that letter types were re|o’rive|y even|y distributed
geogrophico“y (Figure 1A). Those Zip codes hoving greater than 2% variation in the letter
type received also had few alarm holders in the area, with a maximum of 89 alarm holders
in one zip code receiving 52.8% of a particular flyer verbiage (zip: 38132). This small number
of alarm holders in a por‘ricu|or geogrophic area does not have a significon‘r impact on results
of the 100,000+ flyers mailed out. Thus, results can be attributed to our control measure, the
type of Hyer sent, as opposed to unsystematic variation in alarm holder demogrophics, income,
property type, etc.

Percentage of Flyer
Recipients Who
Called 211
[]o-075%

[] 075-225%

[ 2.25-35%

Bl 35-5%
Il 5-65%

Figure 9: Percentage of all alarm holders who called 211 for more information on the ordinance
change within two months of receiving the flyer.

7277

INNOVATE MEMPHIS

\\\\\\\\\\\\ Vic SOLUTIONS



Metro Alarms Research Report 14

Recommendations

While churches are a unique somp|e of alarm holders, the fo||owing recommendations may
be opp|ied to all commercial alarm holders in an effort to decrease false alarms in Memphis.
However, a |orger data somp|e with more varied businesses would provide a more accurate
overview of the trends that may be con’rribuﬂng to false alarms.

1. Yearly overview data from 2019 alarms suggests that 70% of all fines issued by Metro
Alarms have not yet been recouped‘ A more effective system for obfoining these
chdrges should be deve|oped so that alarm holders are being held accountable and
city resources are being recouped.

2. And|yses indicated that on|y 24% of alarms that could have been dppeo|ed were
successfu”y oppeo|ed. Metro Alarms may deve|op a guide to the oppeo| process and
encourage alarm holders to pursue this process if ’rhey feel They have been umcdir|y
charged. This may also improve Metro Alarm'’s rapport with Memphis residents.

3. User error appears to be the |orgeer contributor of false alarms, which indicates a
need for better training. Metro Alarms could host this fraining or deve|op a training
guide for users to minimize their risk of user-caused false alarms.

4. Companies with low rates of system errors are more |ike|y to have high quo|i+y
equipment, ’rroub|eshooﬂng, and maintenance than those with high rates of system
errors. These companies may become ‘recommended providers” to minimize the
occurrence of sys‘rem-coused false alarms. Note that further ono|yses with @ |c|rger
somp|e may be needed to generate a more robust list of the recommended alarm
companies. However, this list is sufficient for churches as the somp|e group.

Sa -5 A
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Follow Up & Next Steps
ldeation & Co-Creation

Findings from the quantitative and quo|ifo‘rive research were presen’red at an ideation
workshop on March 6 with partners from Metro Alarms, Memphis Police and Fire
Departments, and @ representative from Dispo’rch. During this session, participants focused
on so|ving false alarms recurrence in two categories: 1. Sysfem/’rechnicd issues (false alarms
caused by fotu equipment) and 2. User errors (false alarms by an alarm user). Fo||owing
that workshop, Innovate Memphis had an in-depth interview with Lieutenant Pannell, with the
Memphis Fire Department.

We were able to generate 10 ideas for po‘ren’rio| solutions across 3 main categories. At a high-
level, opportunities were found to increase fraining on user best practices, build alarm
company profi|es and other customer-oriented education, and increase alarm company
enforcement and occoun’rabi|i’ry standards. Innovate Memphis will work with the Metro Alarms
office to select from this menu of ideas, and iden‘rify ways to design, build and imp|emen+ a

final solution.

We were able to generate 11 ideas for potential
solutions across 3 main categories.
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Appendix

CryWolf Recommendations

Innovate Memphis was able to work with the CryWolf system at Metro Alarms in City Hall
’rhroughou‘r this process. This system is difficult to work with and lacks many modern data
tools that would make ono|yses more opprooch0b|e, as well as automate certain tasks.
Some sTroigh’rforword recommendations include:

e Connect the CryWolf platform to Oracle or SQL to make large scale analyses more
opproochob|e. This could also enable data pushes to Office of Performance
Management or nonprofif partners for cmo|ysis support. If this is not possib|e, new
reports should be added that have more querying copobi|i‘ries (eg. All false alarm
incidents for commercial alarm holders on|y).

e Connect with mapping service fo verify addresses. Address data is curren’r|y prone fo
error, moking omcu|yses difficult and poTenTia”y causing errors in moi|ings, po|ice visits
to scene, etc.

e The p|ofform should have the obi|i+y tfo export a spreodsheef that is consis‘renﬂy
formatted. The current spreadsheets seem to come from a PDF converter that is
|orge|y inconsistent.

e Standardize a tfagging method for successfu”y oppeo|eo| alarms.

® Tog business type (church, schoo|, small business, restaurant, e’rc) of alarm holders to
make ono|yses more opproochob|e and target high frequency business types.

Zip Code Number of Alarm Users False Alarms per User
38132 89 0.99
38131 31 0.97
38113 68 0.93
38101 16 0.56
38126 607 0.48
38105 521 0.48
38118 5,937 0.41

Table 1A: Zip codes with high false alarm incident rate

y 4
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Company Total Alarms Churches Analyzed
6121 Metro Alarm 178 6
2213 Protection One 86 3
971 ADT Security Services 43 3
6004 Mid-South Security 171 2
105 Federal Alarm 21 2

Table 2A: Top alarm companies for churches analyzed

Mailing Type
B >2% TypeA
[ >2% Type B
[0 Approximately Equal

Zip codes 38004, 38152, 38139,
and 38132 each received a
disproportionately high number of
Type B letters.

Figure 1A: Distribution of letter types across zip codes
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